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Physical Security Control
Challenge 1 0f 6

Piggybacking refers to
unau

following authorized persons
either physically or virtually
into restricted areas. Pick two

(2) controls that would
address this attack.

Click on the correct controls
to check your answer.

Interactive Cybersecurity
Lessons now on
NCyTE.net

The NCyTE Center is hosting a new resource *
for educators to incorporate into their classes: |

Off-site Backup
Media Storage

Click on each data repository option to learn the role it plays in the backup
management system.
Clients/Workstations

Servers/VMs Tape Library

L.
interactive lessons addressing a variety of e
cybersecurity topics. EEE
More than 30 quick lessons are designed to help 1@, ' ) ]
students grasp difficult concepts by interacting ' w ’ o) \
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with the content, navigating through pages,
selecting options, completing activities, and

answering questions. Self-assessments are often Whatkey would e use toancypt the messager e P
provided, either at the end of the lesson or on a separate , ,
web page. T | O R

The interactive lessons have been developed through
funding from National Science Foundation grants to
Brookdale Community College in Lincroft, New Jersey,
and Whatcom Community College.

Three examples of over 30 Interactive Lessons now
available at www.NCyTE.net. Top: Physical and
Environmental Protection Controls; Middle: Data
Backups; Bottom: Cryptography

Cybersecurity Concepts

» The McCumber Cube & CIA Triad

s Self-Assessment: McCumber
Cube

» Cybersecurity Principles

» Access Control

» Risk Management

» Risk Analysis

» Physical & Environmental
Protection Controls

» Data Backups

Cryptography

» Cryptography

» Public Key Infrastructure &
Digital Certificates

» Diffie-Hellman Key Exchange

Cyber Attacks & Vulnerabilities

Google Hacking

» Heartbleed Bug

» Meltdown & Spectre

» Spoofing Attacks

» Malware Types

» Social Engineering

» The Three-way Handshake &
DoS Attacks

» Cybersecurity Scenario Activity

CvMmC

» The Cybersecurity Maturity
Model

» CMMC Framework

» Self-Assessment: CMMC

Code Injection Attacks

» Introduction to Code Injection
Attacks

» 0S Command Injection

= SQL Injection

» Buffer Overflow Attacks

» (ross-Site Scripting

» Self-Assessment: Code Injection

Networking

» Understanding Network
Addresses

» MAC & IP Addresses

» The OSI Model

» Windows Permissions

» Kerberos Authentication

Find them online at: https:/bit.ly/2QZmRA3

Most of the interactive lessons hosted on NCyTE.net were made possible by funding from National
Science Foundation Grant # DUE 1601612 at Brookdale Community College in Lincroft, New Jersey

— PI Mike Qaissaunee, with contributions from Dr. John Sands & Susan Sands of Moraine Valley
Community College and Jaime Mahoney of Bunker Hill Community College. The CMMC interactive
lessons were funded by the National Science Foundation grant #1500375.

Whatcom
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